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Multimatics EC-Gouncll CYBER SECURITY IS BECOMING
INCREASINGLY COMPLEX
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Q Cybercrime sophistication
Cyber-enabled fraud on the rise, phishing and
social engineeringattack’and identify theft
becoming the top personal cyber risks

Al and Emerging tech

Will affect cybersecurity in the next 12 month
but only 37% have processes in place for safe
Al deployment

Complexity in
cybersecurity |

Cyber Skill Gap
Widen since 2024, only 14% of organizations

s : .
fnte;’;‘;gn‘;‘;?:;es :Lilcrzgzcijreer&t that they have the people and

"4
¢
https://www.weforum.org/publications/global-cybersecurity-outlook-2025/
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ZAultimatics EG-Council

Emerging technologies will exacerbate long-standing challenges related to cyber re.
In the next two years, will generative What are you most concerned about in regards
Al provide overall cyber advantage generative Al's impact on cyber?

to attackers or defenders?

Advance of adversarial
capabilities — phishing,
malware development,
55.9% deepfakes

to attackers Data leaks — exposure of

personally identifiable
information through
generative Al

”

Increased complexity ‘of
security governance

Technical security of the
Al systems themselves

3541 %
remain kalanced
Software supply-chain and
code development risk —
potential backdoors

Legal concerns of intellectual
8.9% property and liability

to defenders

- O%\\
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How Al impacting Ec

Positive Impact :
Rersonalize Learnis

o A

% EnhancedTeaching Strategies

¢ Accessibility

% Increase Efficiency

% Promoted Creativity and Critical
Thinking

ation Sector

................

s Al-Power Learfing Management Syste
+»» Al-Driven content creation



ZAultimatics  EC-Council Emerging Technologies
The cyber security industry has an urgent talent shortage

2024 Global Cybersecurity Workforce Gap

4,762,963 ....

FIGURE 3

REGIONS

EUROPE

NORTH
AMERICA

542,687
+4.0%

392,320

L

| SASIA-PACIFIC

MIDDLE EAST |~ | 3,374,580

LATIN AMERICA
328,397

-5.7%

<

\

Two-thirds of organizations face additional risks because of cybersecurity skills shortages, yet only 15% of
firms expect cyber skills\to'significantly ramp up by 2026, the white paper explains

Estimates 'suggest that by 2030 there could be a global talent shortage of more than 85 million workers
leading 10 an estimated loss of $8.5 trillion in unrealized annual revenue
—~ Asia Pasific is 2.5 mil,
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AAultimati ’ I i
uigmatics EG-Gouncil Cyber Threats across the Value Chain

Skills shortages make it difficult to secure the organization.

-’ )

g
\

Members,

sl Stock:Price, Reputation, Cost of Breach

Security Operations,
Security Architecture,
Blue Team, Red Team, GRC,

Forensics and Incident

Response, Cloud Securit

g dwwsssil  Continuous Learning, Obsolete Skills
Application Development, IT Operations,
DevOps, SRE, SCRUM, QA/Testing,
Tiger Team, Networks and Systems
Administration,
Application Management

Lack of Cybersecurity Awareness

Human Resources, Business Development, Operations,
~ Marketing, Sales, Legal, Accounting and Finance,

Project Management, Quality Analysis, Customer Support

Lack of Basic Security Awareness
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ZAultimatics  EG-Council

People are your greatest asset!

71% Reports Skills Shortage
Organizations report that.the'cybersecurity skills
shortage has impacted them.

60% Fear Al Threat Defense Shortfalls

People fear that their organizations are not
prepared to defend against Al-powered threats and
attacks.

Upskilling is the Key to Success
Stats to be added.

e
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/ulimatics  EG-Gouncil Enable Cyber Security Talent

Objective P:‘\
« Attra ctinﬁ?\g\hto
ity

cyb

tlng & training
i ; it Government entities, such as national .
Civil society organizations enable rofessional

cvbersecurity workforce cybersecurity bodies and ministries, 6 . )
y Y define cybersecurity policies, provide funding & *  Recruiting the right

development by providing education o
and resources for training q
- cyber security talent
and training, programmes, etc. y .. y .
supporting under-represented * Retaining cyber security

groups, professionals
hosting networking events and
advocating for supportive policies.

Sample of activities

Digital Talent Scholarship
Campus Merdeka Program
Center of Excellence
Universities engagement
Association Engagement
Cyber Security Community

In addition to attracting and
recruiting cybersecurity talent, the
private sector provides training and

development programmes.

Formal and informal =duc. ti\na
institutions provid . re le.-ant learning
programmes ana . "e clical experience on
~ybe security.

0 NS S

0 International bodies such as the EU, ITU, OAS, World

$ Bank and UN aid in cyber

O workforce development through

policy-making, capacity-building and _——

\ financial support.
%

https://www.weforum.org/agenda/2024/04/cybersecurity-indus‘/try-talent- hortage-new-report/
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EC-Council Business Unit

Building A Culture Of Security

EGS (ECC Global Services)

Channel/Academia ﬁ
= Cyber Security Consulting &
@ Advisory

Delivery of cybersecurity training
and certification programs.

(Jococooo =

ECCU
Undergraduate and graduate
certificates delivered through 4
ECC’s online university.

: ECCD (EC Cyber Defense)
) Security Operations Center
g,

Managed Security Services

_______
< e

iClass m
ECC’s direct training division, * %

delivering events and cert. l ‘

courses onliné/in person.

“People”

Cybersecurity Skill ~ /Raeeeeegt
Development : s

=

: s WARE
'\ MasterClass 8., e £ Automated Phishing, SMShing
_ Instructor:led train ing programs. = ~"5. -—--_ andVishing tool

A

e - T =

R e e e e L e e e e

ll‘\

A

Ec;r(:‘ouf;cil Learning

1
1 -
e o g ; & True-to-life c;)bef a”ftacl‘q
: Subscription-based enterprise i & : ) f
Ly R 3 simulation for Red / Blue team
1 products 4
1 e :
v b
> - t—‘ - :
¥ = !
2 1
1 - =R

=41

© 2025 EC-Council



www.eccouncil.org/academia

Turnkey Academic Programs Leading to Industry Certifications

FREE
Partnership

|

Student
Discounts &
Exam

1 Eligibility

Faculity
Scholarships

D000

US DoD
Approved
Credentials

~——

[

1

Capture
the Flag
Competitions

STUDENTS | ALUMNI | FACULTY | EMPLOYEES -
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) )

Setting the Industry Standard ..\~

The World’s First Cybersecurity Program with a 4-Phase Learning.Framework
b q CERTIFY COMPETE
, LEAREF 2 A

c ‘ E Hvls Meeting Industry Expectation

Core Strength of the C|EH

« Training Pedagogy + Hands-on Labs < Practical Learning <« CTF
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Building A Culture Of Security

EC-Council has achieved accreditation for the
following certification : Certified Network
_ Defender (CND), Certified Ethical Hacker (CEH),
Computer Hacking Forensic Investigator (CHFI),
s EC-Council Incident Handler (ECIH), and
. Certified Penetration Testing Professional
' (CPENT). Candidates who complete these
programs can earn college credit
recommendations from the American Council
on Education (ACE).
Click to see our information release policy

>

»
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https://www.acenet.edu/National-Guide/Pages/Organization.aspx?oid=e2d39da3-d14c-e911-a977-000d3a3638df

/Aultimatics  EG-Gouncil GLOBALLY RECOGNISED AND ENDORSED

Meeting the international standards in professional training and certification 66\\

CNSS NSA NICE ’(\\hP\

Committee on National Security National In|t|at|ve w National
National Security Agency USA for Cybersec & Cybersecurity

Center, UK

Systems Educ
& (part of GCHQ)

(ansf

ANSI Accredited Program T £ I(, x: IIIIIIIIIIIIIIIIIIII
PERSONNEL CERTIFICATION < CYBERSE:UR"T [DUCA |ON

Department of Pentesting

6& Standards Defense Directive & SOC Accreditation
0\“ Institute 8140

......... ACE Accreditation USA, Hong Kong Monetary Association, Singapore CET, Malaysia KOMLEK, Philippines Cyber
Battalion...........
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ZAultimatics EC-Council IBM Cost of Data Breach Report 2024.

H E
Factors that reduced the average breach cost EC -CO uncil’s
Factors that reduced the ECLSEOIUtI'onESCC G2
258629 R nterprise, EC-Council Certifications and Trainings
average breach cost il
gl CIEH, ECL Al Cybextodl kit

Security information and

event management (SIEM) C|SA, C|E H, E|C|H+CEH
Incident response (IR) planning C|EH + E|C| H

Encryption E|CES + C|EH, C|HF| F(\ C .I
Threat intelligence C|T|A + CEH h

DevSe€0ps appreach E|CDE + CCSE I l . E

REM EICIH + CJND

I-dentit‘,f and access C|ND C|EH mrat -y—fa-et-e-rs

In this analysis, IBM looked at 28 contributing
factors.

Al and automation lowers costs,
High level of cyber skills shortage raises them.

management (IAM) .
nsibl
Key facto rs th at reduced costs Proactive threat hunting C|TIA + CEH :E?e.o S t_) e
IYPRTl  Security orchestration, A% B | ed ucl ng
o Eaaall 2utomation and response (SOAR) C[SA+ CEH 41
1 " E m p one e tral n In g -206,344 Insurance protection uic dve rag e
2' Use Of AI and maCh ine Iearni ng SO  Offensive security testing C| PE NT, C|EH DreaCh COSt'

ASM

Endpoint detection and

Organizations encounter general upskKilling TS RONSG fooks Toolsrelaisa
challenges

Finding the right training (42%),ensuring training is the

right fit for the Al tool (49%)«(pluralsight)

i |
Gen Al security too Tools related

Data security and
protection software Cl ND

Board-level oversight C|CISO Experience

CISO appeinted Cl CISO

Managed security
service provider (MSSP) Cl CISO

https /lwww.ibm.com/downloads/cas/1KZ3XE9D

Figure 25. Cost difference from USD 4.88M breach average;
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i
,,,,,,,, Domain1&5 3

Fam
| 11{1 RISK MANAGEMENT

¢'ND

Cartiod | Borweck Buender

Identity and Accéss
Mapagement
Hybrid Identities
Active Directory IAM
Zero Trust and more

£ Aiz

( @ BUSINESS ENABLEMENT

ECIH

1 omme | Gt ket Hadber

Domain1&3

CND

MOBILE
TECHNOLOGIES

C/CSE

| 2t e

CLOUD
COMPUTING

PROCESSES

Mobile Security
Mobile Hacking
and more

AWS, Azure, Migration
Maintenance, Security
and more

CybeSec Outsourcing
M&A, Incident Recovery
and more

CSA E[cSA

Corhed bty Aoyt

MERGERS AND : SAAS POLICY
ACQUISITIONS ! AND GUIDELINES BUSINESS
ENABLEMENT
4 Cyberec Consulting X
M&A Cybersecurity b
Cybersec Consulting Quality Assurance
and more and more RISK

MANAGEMENT

IDENTITY
MANAGEMENT

Risk Management
Asset Management
Risk Management Framework and more

@ INCIDENT
MANAGEMENT

EC-Council

Building A Culture Of Security

CSA

Domain 3

Es) PROGRAM
a5 MANAGEMENT

CSA

C PENT

st ey

— >3 PROJECT DELIVERY

‘ Y@\ sccurity 3
\_./ LIFECYCLE ARCHITECTURE

TOGAF, Security Design
Vulnerability assessment

Risk Assessment
and more

=

Digital Teansfefmation
RegUlatory Compliance
CyberSec Program and more

DevOps, Agile, Secure
SDLC, Project
Management and more

PROJECT “
DELIVERY
LIFECYCLE

Setting up Infosec Infra

PROGRAM

Cyber Risk Management
MANAGEMENT

Consulting and more

=
CEH

RATE!
PLANNING

OFFICE OF
CISO

Digital Transformation
STRATEGIC Strategic Consulting
PLANNING STE :
Communication Skills

and more

' IDENTITY W
MANAGEMENT \\

VLot

‘ INCIDENT
LZ4Y MANAGEMENTT

Incident Handling

Incident Response
and more

f THREAT

CIH

Cartihed Indiont Hondhor

PREVENTION &

COMPLIANCE
DETECTION

LEGAL AND AND AUDITS
HUMAN

RESOURCES

l
CEH

( THREAT PREVENTION &
DETECTION

Threat Detection Y o \

|

E DRP

womt | by
Domain1,4&5 [B

LEGAL AND
HUMAN RESOURCES

Firewalls
Network Security
Vulnerability Management

CSA

Domain1,2&5

COMPLIANCE
AND AUDITS

Regulatory Compliance

NIST Risk Management

Framework, ISO 27001
and more

SIEM

Application Security
and more

Digital Forensics
Data Recovery

Cybersecurity Outsourcing
and more
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/ UNIVERSITY
j OF MARYLAND UNIVERSITY of gcpi UNIVERSITY Center for
- GLOBAL CAMPUS WASHINGTON Global Affairs

\\.EE University of Phoenixe R CCR! CI AT PURDUE

HENRY.
FORD)

COLLEGE

Miami Dade
College

N\

SAINT LOUIS
UNIVERSITY.

POLYTEGHWTIC

NORTHERN MICHIGAN @TUIane @ & Lambton -Cc:llege

Northern Virginia Unjversi‘[y EastemtFlorida

SHIVERSETY Community College castenttorica @@ College
The University of Texas ®
RioGrandeValley v VINCENNES O YA County NC &bl EeEs
UNIVERSITY . CCOLLIN College CREATING SUGGESS

5 3 €0 SOLL EGE SUCCESS WITHIN REACH ‘
&G SOUTHERN =N e N Z4{KEYIN
=i CRESCENT ‘@) Whatcom M | & ity CUTTERE
=5 TECHNICGAL\CDL LEGE %(_ﬁ,.,_ﬁs‘*j COMMURNITY COLLECE CC College

STATE UNIVERSITY OLIVET

OF NEW YORK
l l NAZARENE UNIVERSITY
Q : ) Ll
: DO —( )=
»A ANAA UNIVERSITY @ mq% =L.)= GREATER
ad YVY oo SASKATOON
FANSHAWE PRIFYSGOL University of Colorado CATHOLIC
LONDON + CANADA SOUTH TEXAS CAERDY@ o) ﬂ’ ¥ HUMBER Colorado Springs ScHooLS
¥ ~ LEGE COMMUNITY COLLEGE . )
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‘ FAKULTAS @ ' l UNIVERSITAS s U \
won | TEKNIK i UNIVERSITAS
| . UNIVERSITY CRESA ATMA JAYA YOGYAKARTA\, |\ Telkom
serviens in lumine vegitatis University
%) UNIVERSITAS /7@ universias ‘e
KRISTEN vy o P RA D ITA UNIVERSITAS CIPUTRA S0 IUN'\'PgIEEEIS-l;g?\I AL
MARANATHA }%\’w //r INDONESIA Un|uer5|tv CREATING WORLD CLASSEENTREPRENEURS U|b BATAM

0 & HORIZON UNIVERSITY INDONESIA
\ y KARAWANG

usk ()

UNIVERSITAS
SYIAH KUALA HPIA N, s
MERCUH.BUANA

) POLITEKNIKNEGER!  piTiro it Caltex Riau

e | SMKIT
)| WS S VK Telkom
== IMUNGKID B = Purwokerto

”«,";Stra'tegic partner: M 15 SINERGY ACADEMY  Zultimatics

METRODATA
ACADEMY
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ZAultimatics EG-Council

Specific Academia Syllabus

Based on 12-week courses that constitute 3 credit per course. Each course entails at least 100 hour of work (reading, online discussion, Forum Postlng,
Assignment, papers and supplementary requirement

1 Course Discussion Threads ~ There are 13 discussion threads (each worth 4 pts.)

52
90-100% 360-400 A Superior Attainment of Course Outcomes 4.0 2 Assi from Readi m: aﬁr:til} Rssignments from feading (each assignment Is 66
80-839% 320-359 B Good Attainment of Course Outcomes 3.0 3 Lab Assignments J There are 24 lab assignments (each worth 4 pts.) 96
70-79%  280-319  C  Acceptable Attainment of Course Outcomes 2.0 = CoprRaviny, hers are 36 quiz questians (sach worthi L pt) 36
; « % _E@Mﬁu There is 1 research project (worth 50 pts.) 50
60-69% 240-279 D Poor Attainment of Course Outcomes 1.0
| (] Final Exam There is 1 final exam (worth 100 pts.) 100
0-59% 000-239 F Nen-Attainment of Course Outcomes 0.0 » Total Points: 400
N

Provide Official EC-Council Course Shells LMS solutions
No more manual entry of academia syllabus include course learning outcemes, Objective, weekly lesson plan, assignment, quizzes and more

Course Shells Available Via:

(LMS License(s) Required. Terms and Capdftions Applw)

N 4
"N D2L
('&-:i»‘ canvas ( Blackboard 1 BRIGHTSP.’“-.CEW thoodle
\

J

¢ Fully design E€=Council course
¢ Automation grading control
s Quiz gquestion and weekly assignment
% Video
/% Exam eligibility and Voucher information

P OO OO P OO OO OO OO OO OO OOl OOl Ol TURN KNOWLEDGE INTO PERFORMANCE




8 CYBER ESSENTIAL

Military-grade

EC-Council EC-Counci

1ing & Cohurs OF Sasariny Exliding & Cohers OF basuriny uibing & Cotress O Sasariny Raikdiag & Catters 0

Enterprise Solutions

T[iE st

loT Security Essentials DevSecOps Essentials

SOC Essentials Threat Intelligence Essentials

EC-Council EC-Council El}-l!llllcil

Bty & Calvees O Secariey Bulbilmg A Calnarn B4 Sourity iMlmg A Cairs OF Sacuriny I img & altare B Socuriry

N|DE g C|SE.

= Digital Forensics Essentials Cloud Security Essentials

Network Defense Essentials

https://www.eccouncil.org/train-certify/essentials/
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Message from our CEO 2

/‘ ‘ We believe that the best way to learn cybersecurity is by doin)

That’s why we built the Hackerverse. Whether you're a beginner
taking your first steps or a seasoned pro sharpening your skills, this
platform is designed to challenge, inspire, and push you to think like
a hacker.

CTFs are more than just puzzles; they’re real-world-scenarios that
train you to think critically and solve problems.under-pressure.

The Hackerverse is here to help you grow; ‘compete, and
connect with a global community-of'cyber enthusiasts. i i

- Jay Bavisi,
Group President, EG-Council

W00 TURN KNOWLEDGE INTO PERFORMANCE
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Building A Culture Of Securi

2

HNCKERVE:




ZAultmatics EG-Council

community worldwide.

> Hackerverse CTF

> Certification Labs

» CEH Global Competition
> Practice Labs & CTFs

Enhance Awareness of
Hackerverse CTF:

Expand reach among
academic institutions,
students, and the broader
cyberseeurity community at
large with skills-based
engagements.

y

¢

éﬁo What is The Hackerverse?

Hackerverse is a global cybersecurity skills ecosystem designed by EC-Council to support and advance the cybersecurity

Active Engagement and
Participation:

Drive engagement in the
monthly Hackerverse CTF by
leveraging communities,
social media campaigns, and
outreach.

Establish Credibility:

Establish the Hackerverse
CTF competition as a
premier platform that
connects academic
knowledge with practical
cybersecurity skills,
empowering participants
to excel in the field.

G PP PP PP 0220220020222 P 202222 | TURNKNOWLEDGE NTOPERFORVANCE |



Jultimatics  EG-Council
é?)@ Core Strategies i

Offering a free, turnkey  Build critical thinking Conquer challenges,
CTF enV|ronm.ent to skills and industry compete against peers,
develop skills readiness and win.awards
v v \ 4

A A
Build confidence in Gain Certificates and
skills and tools used in recognition for
the industry competing

25
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ZAultmatics EG-Council

&

RELEVANT SKILLS

Showcase how
challenges replicate
common cybersecurity
scenarios, preparing
participants for practical
applications across
industry-relevant topics.

¢

AWARDS &
RECOGNITION

Promote cash and
in-kind prizes as
well as certificates
that incentivize
participation and
celebrate
achievements.

CTF Competition Pillars A2

COMMUNITY
ENGAGEMENT

Promete the ‘sense of
belonging in the
cybersecurity
community and
networking through
Discord.

1+ 4
Ad
COMPETITIVENESS

Focus on the thrill of
competing, leaderboard
rankings, and the
recognition gained by
excelling in
cybersecurity
challenges, month after
month, all
year long.

Y P
o‘ff’o

SHOWCASE SKILLS
TO EMPLOYERS

Showcase skills to
employers by bridging
academic knowledge

with practical expertise
through CTFs, boosting
resumes and career
opportunities.
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ZAultmatics EG-Council

CTF Awards:Agh

Hackerverse CTF award winners are offered cash or in=kind rewards
each month, along with a shot at the End of Season'awards.

New challenges will be available last 9 days of each
month, focusing on core themes in reverse
engineering, malware analysis, forensics,
cryptography, and offensive security.

_Month | Theme Monthly Awards End Of Season Awards

March Reverse Engineering, Malware
Analvsis ¥ Y . . ¥ Y, $5,000 cash + 12 months free
Y ::3 | 3:: ;ﬁ:&?é’;?'}gf;b%og:::) ¥ ™t ::‘:; access to microlearning cyber
April Forensics, Cryptography W\ L Y Puace = security video library*
. . i % (A Y, $2,500 cash + 12 months free
May Offensive Security g‘g’ 2 ‘;‘: $1,500 in-kjnd EC-Council ¥ 2 ¥  access to microlearning cyber
e Reverse Engineering, Ma [T— X puce 2 Resources® (or $250 cash) ¥ PLACE M security video library*
4
Ana |ySiS 7 g iz Yy,  $1,000 cash + 12 months free
. \ ;',:" 3rd “':", $1,000 in-kind EC-Council ;3’ 3rd ::': access to microlearning cyber
July Forensics, Cryptography e \ 8 3. & Resources® (or$100 cash) % rce £ security video library’
August Offensive Security ) %, $200 cash + 6 months free
': 7 g ‘:a, r‘rﬁcnr:)?:atrnsinfree sg::::;utr?ty ‘:.’- 4th-10t .:' access to microlearning cyber
September Reverse En gm e l\g\mwa re E ok B o Iibrary? cy % eace Y security video library
Analysis : ’
. $100 cash + 3 months free
. 9 months free access to 11“I 2[]“' access to cybersecurity
October Forensics, Cryptogra phy 6“‘-1[]“' microlearning cybersecurity "\ pace ¥ video library*
. . Y pace ¥ video library*
Novembf\ ‘M@Me Security : ‘
‘b . . | 6 months free access to
Analysis Y euac ," video library*

27
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